B Executive Overview & Engineering Capability Showcase

Strategic Mission: Solving Non-Human Identity Risk

U Eliminating Critical Attack Surface

Modern cloud security fails not at the human perimeter, but at automated
machine identities. This presentation demonstrates how to
systematically dismantle legacy, high-risk Cl/CD credential pipelines.

# Replacing Static Secrets with Zero-Trust OIDC

By transitioning from static symmetric keys ("AZURE_CLIENT_SECRET")
to short-lived JSON Web Tokens (JWTs), we eliminate credential rotation
overhead and prevent supply-chain secret leaks.

@ Enforcing Data-Plane Least Privilege

Management control-plane rights (Contributor/Cwner) are completely
stripped and replaced with targeted, resource-bound RBAC ('Key Vault
Secrets User’) to strictly contain compromise blast radiuses.

U STRATEGIC POWER OF CONFIGURATION MODERNIZATION

STRATEGIC VALUE PROPOSITION

“s Technical Competencies & Mastery

& End-to-End Cloud Identity Architecture

Hands-on configuration of Microsoft Entra ID App Registrations, Single-
Tenantisolation boundaries, and OIDC federated trust credentials.

F Hardened DevSecOps & Pipeline Execution

Engineering headless GitHub Actions workflows using ephemeral OIDC
tokens, autormated container runtime steps, and zero-residual session
teardowns.

\~ Deep Telemetry Correlation & Governance

Querying Azure Log Analytics (AzureDiagnostics’) and Entra ID Sign-In
logs to cross-verify data-plane access, enforce 4-Gate audits, and
guarantee NIST 800-207 compliance.

Transitioning legacy pipeline infrastructure to passwordless OIDC and data-plane RBAC systematically eliminates
critical attack vectors, enforces continuous compliance, and establishes deterministic cloud governance.
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Macro Threat Landscape: The Imperative for Identity Modernization

Before engineering a modern identity architecture, we must quantify the operational risk inherent in
legacy cloud environments. Industry threat telemetry confirms that machine identities represent the
primary attack surface across cloud infrastructure—driven by excessive default permissions and
credential compromise.

The following data establishes the empirical business rationale for eliminating static secrets and
enforcing strict least-privilege governance.
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ENTERPRISE CI1/CD SECURITY MODERNIZATION

TRANSITIONING LEGACY MACHINE IDENTITIES TO ZERO-SECRET OIDC ARCHITECTURE

INDUSTRY VULNERABILITY BASELINE

THE PERMISSION GAP

0/ Over-Privileged Cloud Identities
o Unit 42 research (analyzing 680,000+ cloud identities

across 18,000 accounts) revealed that 99% of users,
roles, and machine identities hold excessive
permissions left completely unused.

Dominant Attack Surface

Unit 42 incident data confirms identity weaknesses and excessive privilege
play a material role in the vast majority of cloud intrusions.

INDUSTRY RESEARCH SOURCES:

OVER-PRIVILEGE METRICS: Palo Alto Networks Unit 42 Cloud Threat Report (IAM Research: 680,000+ identities audited

THE BREACH REALITY

4 4 0/ Identity-Driven Breaches
°44% of all enterprise organizations have experienced a

cloud data breach, with credential compromise, identity
misconfigurations (31%), and unmanaged access
serving as the leading threat vectors.

Compromise Amplification

Stolen credentials and identity abuse appear in 39% to 48% of all
confirmed breach chains across global enterprises.

BREACH METRICS: Thales Global Cloud Security Study & Verizon DBIR
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Stage 0 Baseline: Exposing the Static Secret Vulnerability

Modernizing non-human identity security requires a clear audit of legacy deployment
practices. Historically, automated CI/CD pipelines relied on long-lived symmetric client
secrets—static passwords stored in repository settings or build environment variables.

The following evidence illustrates the high-risk pre-configuration state: a two-year static
secret creating a massive exposure window, heavy operational overhead for manual
rotation, and vulnerability to pipeline leaks.



STAGE 0: PRE-

CONFIGURATION Baseline Vulnerability: Static Long-Lived Secret Exposure
BASELINE
Q / Initial Insecure Identity ertificates & secrets
Overview
Quickstart Il Got a second to give us some feedback? —

Integration assistant Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location...

Manage

Branding & properties Certificates (0) Client secrets (1) Federated credentials (0)

Authentication
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.
Certificates & secrets e e e
Token configuration Description Expires Value @O Secret ID
API permissions Static Client Secret 7/30/2028 pMt8Q~EICmMCUxPVSOToQBAdIUL.M5Yr3... 9aef5[}74—c5c0—4526—b32a—293aEOedeI:TB

X Control Failure: Long-lived symmetric secret (2-year lifespan).

Risk: High exposure window, manual credential rotation overhead, and
vulnerable to pipeline leaks.
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Stage 0 Baseline: Quantifying Excessive Control-Plane Permissions

Beyond credential vulnerability, legacy machine identities are frequently over-
privileged at the subscription scope. Assigning broad administrative roles—such
as Contributor—directly to service principals creates immense blast-radius risks.

The following evidence highlights this control failure: if the underlying secret is
compromised, an attacker gains unrestricted operational authority over every
cloud asset across the subscription rather than tightly scoped data-plane access.



STAGE 0: PRE-

CONFIGURATION
BASELINE ° oge ® . °
Baseline Vulnerability: Excessive Control-Plane Permissions
Name Type Role Scope State End time
v Contributor (1)

Initial Insecure Identity
a83e7486-1569-49e0-8266-ed1033f1009d

Service principal Contributor This resource Active Permanent Permanent

Condition

Control Failure: Broad, subscription-level Contributor role assigned directly
to a workload service principal.

Risk: Severe violation of least-privilege architecture. A secret leak grants
full administrative control over all subscription resources rather than
restricted data-plane access.
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Strategic Remediation Architecture: The ACPHF
Methodology

Remediating legacy identity vulnerabilities requires a
structured, repeatable engineering model rather than ad-
hoc configuration changes.

The Al & Cloud Pipeline Hardening Framework
(ACPHF) provides a four-phase blueprint specifically
designed to systematically eliminate static secrets and
over-privileged access across enterprise workloads.

The following framework outlines the strategic progression
from foundational boundary isolation to passwordless
cryptographic federation and granular data-plane control.



STRATEGIC REMEDIATION METHODOLOGY FOR NON-HUMAN MACHINE IDENTITIES
Al & CLOUD PIPELINE HARDENING FRAMEWORK (ACPHF)

ARCHITECTED TO REPLACE EXISTING NON-SECURE BASELINE CONFIGURATIONS

PHASE 1: Core Cloud Boundary & Metadata Alignment

(Isolates Tenant, Subscription, and Project IDs)

PHASE 2: Non-Human Identity Provisioning & Tenancy Architecture
(Application and Service Principal Object Creation)

PHASE 3: Passwordless Cryptographic Federation

(Establishes passwordless OpenlD Connect (OIDC) trust scenarios)

PHASE 4: Data Plane Access Control & Pipeline Execution
(Data-Plane Role Mapping and Handshake Sequence)
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Phase 1: Core Cloud Boundary & Metadata Alignment

Before issuing tokens or configuring federated trust, an architecture must
establish absolute directory boundary alignment. Misaligned tenant or
subscription coordinates introduce routing errors, cross-tenant leaks, and
broken authorization chains.

The following architecture defines universal routing coordinates across
multi-cloud environments—mapping the root identity authorities (Tenant
ID, IdP ARN, Organization ID) to their respective target resource
boundaries (Subscription ID, AWS Account ID, GCP Project ID) to
ensure deterministic routing.



PHASE 1: CORE CLOUD BOUNDARY & METADATA ALIGNMENT

ESTABLISHING UNIVERSAL ROUTING COORDINATES ACROSS MULTI-CLOUD ENVIRONMENTS

MICROSOFT AZURE

IDENTITY ROOT BOUNDARY

~N

TENANT ID
(Microsoft Entra ID)

Root Identity Authority

SUBSCRIPTION ID

(Azure Resource Scope)

Target Asset Environment

______

’

AWS (AMAZON WEB SERVICES)

IDENTITY ROOT BOUNDARY

IDENTITY PROVIDER ARN
(AWS |IAM Federation)

Root Identity Authority

INFRASTRUCTURE RESOURCE BOUNDARY

AWS ACCOUNT ID
(AWS Resource Scope)

Target Asset Environment

Admin Root: console.aws.amazon.com

N\

r

GOOGLE CLOUD

(GCP)

IDENTITY ROOT BOUNDARY

ORGANIZATIONID
(Google Cloud I1AM)

Root Identity Authority

GCP PROJECT ID
(GCP Resource Scope)

Target Asset Environment
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Phase 2: Machine Identity Provisioning Sequence &
Tenancy Architecture

Provisioning non-human identities requires strict directory
isolation and deliberate attack surface reduction from
inception. This phase governs schema creation in Microsoft
Entra ID by separating the global Application Object
blueprint from the local Service Principal security context.

The following sequence illustrates the enforcement of
single-tenant boundaries and the elimination of interactive
login vectors by locking redirect URIs to guarantee headless,
non-interactive pipeline execution.



PHASE 2: NON-HUMAN IDENTITY PROVISIONING SEQUENCE

DIRECTORY SCHEMA CREATION, TENANCY SELECTION & ATTACK SURFACE MINIMIZATION

4 R

DIRECTORY SCHEMA CREATION

GLOBAL APPLICATION OBJECT

Blueprint Template

Defines App ID, OIDC parameters
& global directory schema identity

LOCAL SERVICE PRINCIPAL

r

ENANCY BOUNDARY SELECTION MATRIX (T-BSM

~

~

E’OTENTIJ\I. A: SINGLE-TENANT (INTERNAL STAHDI[RDﬂ

Home Tenant Boundary Restricted

Restricts token issuance exclusively to home directory.
Baseline standard for internal enterprise workflows,
Cl/CD automation, and private Al infrastructure.

ENFORCED SELECTION

~

r

ATTACK SURFACE MINIMIZATION

© Browser Callback Loop

EXPLICITLY DISABLED

L J
Securlty co“teXt POTENTIAL B: Multi-Tenant SECURITY INVARIANT ENFORCED
Local enterprise identity card Trusted by external directories (Commercial B2B SaaS)
attached directly to RBAC roles Enforced Headless Execution
POTENTIAL C: Multi-Tenant & Personal Accounts L . . .
g ) . . ] Eliminates interactive human login
Merges corporate and consumer identity pools
vectors for background runners,
. N . pipelines, and Al vector agents.
Step 1: Schema Registration Complete = POTENTIAL D: Personal Microsoft Accounts Only
solates identity entirely within consumer domain
v . S L

~
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Phase 2: Entra ID App Registration Implementation

Translating the provisioning sequence into Microsoft Entra
ID requires establishing a dedicated App Registration
configured strictly for headless workload execution.

The following portal configuration demonstrates the
provisioned Replacement Secure Identity.

By locking the account type exclusively to Single Tenant and
explicitly omitting Redirect URIs, we enforce deterministic
directory routing and eliminate interactive user
authentication vectors.



a Replacement Secure |dentity MICROSOFT ENTRA ID APF REGISTRATION
® & @& Hicrosoft Entra ID — App Registration Essentials Overview

Replacement Secure Identity

@ Replacement Secure Identity

B v
o A Supported Account
: i Redirect URIs: N
[ " -
Z= Essentials Configuration & Activated ,
fg ) U Architectural Takeaway
DISPLAY HAME SUPPORTED ACCOUNT TYPES . ) . i . .
Replacement Secure ldentity Single Tenant Only Prﬂ vizioned Replacement Sn.e:curle |dE'I'I.tIt}' strictlyasa smg.IE:-t.enar'lt.{:nly Iclle I"Itlt‘_.": Ir:.r:klng the
Directory (Tenant) and Application (Client) IDs for deterministic routing while leaving Redirect
APPLICATION [CLIENT) ID DIRECTORY (TENANT) ID . . )
n ] . S i e 0 a7et ., URls blank to enforce non-interactive, headless execution
2/ elos LBl C~wlLa~aTec-LabdlaTChRCs YasyOdLa d0a=&aly =350 GededcdSacic
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Phase 3 (Part 1 of 2): Passwordless Cryptographic
Federation Sequence

Phase 3 is divided into two sequential views to distinguish
the underlying security logic from its production setup.

This first slide outlines the multi-stage cryptographic
handshake required to establish OpenlD Connect (OIDC)
trust between external runners and Microsoft Entra ID.

The following framework details the runtime validation
gates—guarding against AADSTS700213 claim mismatch
errors, enforcing casing invariance, and capping short-
lived access tokens at a 60-minute lifetime.



PHASE 3: PASSWORDLESS CRYPTOGRAPHIC FEDERATION SEQUENCE

OIDC TRUST ESTABLISHMENT, IMMUTABLE CLAIM MAPPING & OPERATIONAL VALIDATION GATES

7

~

STEP 3.1: TRUST SELECTION

SCENARIO SELECTION MATRIX

1. GitHub Actions Default
Risk: AADSTS700213 Mismatch

2. Kubernetes Workloads
Container Cluster Standard

3. Managed Identity

Azure-to-Azure Localized Trust

Core Vendor Standard

Unlocks manual mapping of
immutable database 1Ds

(e.g.. @171821203)

RECOMMENDED SELECTION

4 )

STEP 3.2: SUBJECT CLAIM GUARD

INPUT PARAMETERS

Org / Repo / Branch Path
Explicit Repo Identifiers

Absolute Case-Sensitive Match

UNIVERSAL CONSTANTS

Audience Mapping:
api://AzureADTokenExchange

Issuer Authority:

token.actions.githubusercontent.com

STEP 3.3: INVARIANTS & GATE 2

SECURITY INVARIANT CHECKLIST

v Explicit Boundaries
(Zero wildcards * in sub claim)

v Casing Invariance
(Verified case-matching)

OPERATIONAL GATE 2

Parameters Written & Locked?

SUCCESS: Trust Active

Endpoint listening for claims

FAILURE: Auth Drops
AADSTS700213 Error

Immediate connection drop

4 N

4 N

STEP 3.5: CRYPTOGRAPHIC POSTURE

Passwordless Bridge

Runtime Handshake Lifecycle

External Assertion Ingestion
Short-lived JWT presented

Validation Interceptor

Claims matched against IAL

Scoped Token Exchange
60-min AT ceiling (0-min RT)

HARDENED SECURITY POSTURE

Zero Static Secrets

Elimin:

ntial
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Phase 3 (Part 2 of 2): Production Federated Credential
Configuration

Following the architectural blueprint established in Part 1,
this second slide demonstrates the live production
implementation inside the Microsoft Entra ID portal.

The following configuration confirms the applied settings:
binding the federated trust directly to the GitHub issuer
authority (token.actions.githubusercontent.com),
restricting the audience (api://AzureADTokenExchange),
and scoping authentication exclusively to the target
repository's main branch to ensure deterministic boundary
isolation.



a Passwordless Cryptographic OIDC Federation

Configure an Microsoft Entra ID managed identity or an identity from an external OpeniD Connect Provider to get tokens as this application and
ACCESS AZUre resources,

Federated credential scenario * GitHub Actions deploying Azure resources hdl ]

-ﬂ To ensure secure FIC access for GitHub Actions, use the new subject identifier format with immutable organization and repository 1Ds. Learn more

Connect your GitHub account

Please enter the details of your GitHub Actions workflow that you want to connect with Microsoft Entra ID. These values will be used by Microsoft
Entra ID to validate the connection and should match your GitHub QIDC configuration. Issuer has a limit of 600 characters. Subject Identifier is a
calculated field with a 600 character limit.

Issuer ()

Edit {optional)

Grganization * Compeodel |

Organization ID* O GitHub organization ID |

Repository * workload-identity-oidc |
Repository ID* GitHub repository 1D |
Entity type * [ Branch w ]
Based on selection * main |

Subject identifier (O ef ' el fworkloa e ic:refrefs/head ]
This value is generated based on the GitHub account details provided. Edit (optional)

Credential details
Provide a name and description for this credential and review other details.
Mame ()

Description ©

Passwordless OIDC federation for GitHub Actions main branch deployment

Audience ©

Edit {optional)

AZURE & GITHUB ACTIONS INTEGRATION

“a 1. What We Did (Technical Execution)

Established Federated Trust: Configured an OpenlD Connect (OIDC) trust relationship in Microsoft EntraID pointing directiy to
GitHub's identity provider endpoint https: //token.actions.githubusercontent.com

Enforced Subject Claim Boundary: Bound authentication strictly to the main branch of the target repository via the subject
identifier:

Defined Target Audience: Restricted token exchange to the standard Azure token authority =pi: //AzureADTokenExchange

" 2. Why We Did It (Architectural Rationale)
Elimination of Long-Lived Secrets: Legacy Cl/CD pipelines rely on static symmetric keys ( AZURE_CLIENT_SECRET )storedin
repository settings. These pose extreme supply-chain risks due to potential leakage and persistence if exfitrated

Shift to Ephemeral Attestation: OIDC enables GitHub Actions to request short-lived JSON Web Tokens (JWTs) generated
dynamically per execution run, completely removing static credentials from the repository lifecycie.

& 3. Security Controls & Key Benefits

Zero Long-Lived Credentlals: Removes credential rotation overhead and completely eliminates the threat of leaked secrets via
source code or pipeline build logs

Deterministic Boundary Isolatlon: Entra ID performs strict cryptographic venfication of the JWT signature and subject claim before
Issuing an access token

Short-Lived Volatility: Granted access tokens are bound to a strict 60-minute window, drastically shortening any window of
exposure during automated workflow execution.
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Phase 4: Data-Plane Access Control Isolation

Establishing passwordless authentication solves the
credential vector, but security architecture must also
strictly govern what an identity can access once
authenticated.

Phase 4 completes the ACPHF model by enforcing
rigorous Control-Plane versus Data-Plane separation.

The following portal evidence demonstrates the
remediation of legacy over-privilege: stripping broad
management roles (Contributor/Owner) and scoping
permissions strictly to the target data-plane role (Key
Vault Secrets User) applied exclusively at the individual
resource boundary (KV-Secure-Data)



n Data- Plane Access Cﬂntrﬂl Isnlatiﬂn AZURE KEY VAULT RBAC & LEAST PRIVILEGE

~  KeyVault Secrets User (1)

— Replacement Secure Identity o .
F aTaBEI 0 -a300- 43258 Fer- FEbE 14 FobBes Service principa Key Vault Secrets User # Thisrasource Add

%5 1. What We Did (Technical Execution)
» Stripped Control-Plane Privileges: Complately rermoved broad management roles | Conteibuter / Owner ) at boththe Subscription and Resource Group levels.
» Enforced Data-Plane Role Scoping: Granted the highly targeted Key Vault Secrets User role directly to Replacement Secure [dentity.

» Resource-Level Granular Binding: Applied the role assignment strictly at the individual resource boundary (KV -5ecure-Data), as denoted by the This resource scope flag.

“2" 2. Why We Did It (Architectural Rationale)

« Control-Plane vs. Data-Plane Separation: Managerment roles like Contributor allow anidentity to alter cloud infrastructure, reconfigure settings, or delete assets. Data-plane roles strictly constrain
execution to readingfwriting operational payloads (e.q., retrieving key vault secrets).

« Blast Radius Minimization: If a pipeline execution context is ever compromised, the blast radius is strictly contained to reading secrets in a single Key Yault rather than allowing lateral movernent across
the Azure subscription.

U 3. Security Controls & Key Benefits
» Zero Management Rights: Prevents the service principal from creating. modifying. or deleting Azure infrastructure resources.
= Granular Least Privilege: Bound strictly to the minirum permission set required for CL/CDworkflow execution.

« Audit-Proof Scope Boundary: Guarantees full alignment with Zero Trust architecture and enterprise compliance frameworks.
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Phase 4: Data-Plane Access Control & Pipeline
Execution Sequence

Building on the Key Vault RBAC configurations
established in the portal, this diagram details the complete
operational handshake and runtime security controls
during pipeline execution.

The following sequence outlines three critical execution
safeguards: stripping control-plane write power in favor of
targeted data-plane roles, enforcing the id-token: write
cryptographic gate during token exchange, and applying
runtime telemetry masking to prevent dynamic tokens
from leaking into build logs.



PHASE 4: DATA PLANE ACCESS CONTROL & PIPELINE EXECUTION SEQUENCE

ISOLATION ROLES, OIDC HANDSHAKE ORCHESTRATION & TELEMETRY LEAK PREVENTION

s

BLOCK 4.1: PLANE ISOLATION

~N
|
CONTROL PLANE (MANAGEMENT SCOPE)

X Bypassed: Azure Contributor
(Broad Subscription Write/Delete Power)

2 Hardened: Broad Management Revoked
(Overprivileged Admin Roles Stripped)

|

DATA PLANE (OPERATIONAL SCOPE)

Assigned Least-Privilege Roles:

’

« Key Vault Secrets User
» Storage Blob Data Reader

{ {Z STATUS: LEAST-PRIVILEGE BOUNDARY ]

\

N

~ ~

BLOCK 4.2: ORCHESTRATION

UNIVERSAL HANDSHAKE SEQUENCE

1. Token Request Outbound JWT Request

2. Handshake Assertion Transmission

3. Validation Public Signature Match

4, Token Exchange Cloud Access Token Issued

MANDATORY CRYPTOGRAPHIC GATE

id-token: write

Enables OIDC JWT issuance
directly inside execution context

Headless Runner Authorized

4 N

BLOCK 4.3: HARDENING & MASKING

VOLATILE TOKEN RULE

AT: 60 min Ceiling | RT: 0 min

No long-lived refresh tokens.

Pipeline re-authenticates per run.

TELEMETRY MASKING TRAP

Automated Scanners

Catch raw unmasked dynamic outputs

Runtime Masking Directives
*** REDACTED ***

In-memory suppression prevents log leak
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ACPHF to Identity Architecture Ledger (IAL) Mapping

Technical architecture must translate directly into verifiable
compliance and audit governance.

The next slide illustrates how each executed phase of the
Al & Cloud Pipeline Hardening Framework maps directly
into the formal Identity Architecture Ledger (IAL).

The following mapping demonstrates how validated live
configurations—from boundary alignment to data-plane
access—are locked, audited, and verified by an
automated Al Audit Engine to ensure continuous security
posture compliance.



Al & CLOUD PIPELINE HARDENING FRAMEWORK (ACPHF)

ARCHITECTURE TO CONFIGURATION LEDGER MAPPING

e

N 4

Al & CLOUD PIPELINE HARDENING FRAMEWORK (ACPHF)

PHASE 1: Core Cloud Boundary & Metadata Alignment

(Isolates Tenant, Subscription, and Project IDs)

PHASE 2: Non-Human Identity Provisioning
& Tenancy Architecture EIIIIAHOHS

(Application and Service Principal Object Creation)

PHASE 3: Passwordless Cryptographic Federation -
(Establishes passwordless OpenlID Connect (OIDC) trust scenarios)

PHASE 4: Data Plane Access Control
& Pipeline Execution

(Data-Plane Role Mapping and Handshake Sequence)

IDENTITY ARCHITECTURE LEDGER (IAL)

IAL SECTION 1: Boundary Identificatio [LOCKED]

IAL SECTION 2: Identity Provisioning [LOCKED]

IAL SECTION 3: Federated Credential
State: VALIDATED

SECTION 4: Data-Plane Access
Status: VALIDATED

N\
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Identity Architecture Ledger (IAL): Master Configuration
State & laC Output

Achieving continuous security posture validation requires
codifying architecture into an immutable master
configuration file.

The Identity Architecture Ledger (IAL) captures verified
runtime parameters across all four ACPHF hardening
phases—from boundary identification and single-tenant
provisioning to OIDC federated trust claims and zero-
contributor data-plane RBAC.

The following ledger demonstrates the machine-readable
state file (Al-Ingestion Format v2.4) alongside its auto-
generated Infrastructure-as-Code (1aC) Bicep template,
guaranteeing auditability and automated, policy-compliant
re-deployments.



IDENTITY ARCHITECTURE LEDGER (IAL) CRSOTIION i T R

INGESTION_AGENT: HOOK_ENABLED (ACTIVE)

M ER NFIGURATIOR ATE FILE /, AT

TARGET CLOUD ENV PIFELINE RUMMER IAC EXPORT TARGET AUDIT STATE
AZURE_COMMERCIAL GITHUB_ACTIONS UBUNTU_LATEST BICEP_ 150N _TEMPLATE VERIFIED
1. CORE STRUCTURAL BOUNDARY DISCOVERY 3. CRYPTOGRAPHIC FEDERATION (OIDC PARAMETERS)
1.1 IDENTITY & ASSET MATRICES IC_CREDENTIAL_MAME github-oidc-main-trust
SRC_TEMNANT_ID: 72f988bf-86f1-41af-91ab-2d7cde11dbay 1SSUER_UIRL https://token.actions.githubusercontent.com
TGT_SUE_ID: dazc3dsa-ebge-4fla-b3c9-9e8d7feasbac
TGT_ASSET_URI: fsubscriptions/ddic. .. /resourceGroups/rg-prod/ ... AUDLENCE_RAPRING gpE e e AN TokenE chanee
BIECT_CLATIM_STR repo:Compcodel/machine-identity-1:ref:refs/heads/main

1.2 HARD BOOLEAN GATE: DIRECTORY ALIGNMENT
@8 WILDCARDS DETECTED (EXPLICIT PATH ENFORCED)

[TRUE] : TENANT ID == ASSET_TENANT ROOT

2. NON-HUMAN IDENTITY PROVISIONING (ENTRA ID) [TRUE] : FEDERATED_TRUST_POLICY LOCKED

APP_DISPLAY_NAME acphf-pipeline-identity-prod
PLICATION_ID e7e@822c-a39c-4325-8f313-1b9cad7esfsa 4. DATA-PLANE RBAC & PIPELINE HARDENING
QBIECT ID (5PN a1b2c3d4este-7agb_sced-1e2f3ashsced {BAC_DEF_ID_1 (KV) 4633458b-17de -408a-bE74-0445cB6b69e6 (Secrets User)

@ DETECTED (CONTRIBUTOR BYPASSED)

SIGN_IN_AUDIENCE AzZureADMyOrg (Single-Tenant Enforced) HeFLARELE

[1 (BLANK - HEADLESS RUNMER OPTIMIZED) i —— R S || e Lre G e

MASKING_DIRECTIVE radd-mask::%{{ secrets.KV_PAYLL

»> AI_AGENT_PAYLOAD GEMERATION :: IA-C BICEP/TERRAFORM EXPORT PREVIEW
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Resource-Side Execution Breakdown: GitHub Actions
Pipeline Log Verification

Verifying a Zero Trust identity architecture requires
validating execution telemetry on the runner side.

The following execution log details a 24-second GitHub
Actions workflow run, demonstrating end-to-end runtime
security: initializing an isolated runner, negotiating a
passwordless OIDC token exchange via Entra ID,
retrieving secret data under the scoped Key Vault
Secrets User RBAC role, and immediately executing
session teardown (az account clear) to guarantee zero
residual credential state.



E Resource-Side Execution Breakdown GITHUB ACTIONS & AZURE PIPELINE VERIFICATION

validate-security (GitHub Actiens Log) » 1. Pipeline Initialization & Code Scope
Setup job: Provisions anisolated vbuntu=-24.84 runnerwith ephemeral storage and downloads necessary action dependencias
w Sgt up job 15 actions/checkoutfivdg , azure/Loginfiv? , azure/CLIfv2 )

Checkout Repository: Syncs source code fram Conpecodel fworkload-identity=-pidc undear scoped repoasitony permissions |

tents: read |

[contents: read)

# 2. Cryptographic Authentication & Data-Plane Access

Azure QIDC Lagin (75): Requests an ephemeral QI0C RV T token matching the axact subject claim

Federated Token reguested wvia OIDC JWT

Negotiates passwordless token exchangea with Micrasott Entra lDwvia api: /fAzureADTokenExchange —zard static cliant secrets
nvalved.

Verify Key Vault Data-Plane Access (15s): Spawns anisolated Azure CLlcantainar{ azure-cliz2. 88,8 ). Assumes Key Vault
secrats User RBAC role to gqueary BV -5ecure-Data and retrigves data-plane payload

User RBAC role... Successfully retrieved secret value: ACPHF-OIDC-Success

3. Zero-Trust Session Teardown
Post Azure OIDC Login: Executas fusr/binfaz account clear toimmediately purge token cache and revoke CLI credentials

Post Checkout & Complete Job: Flushes workspace directory. unsets authantication headers, and tarminates runner processes—

eaving zero resigual state

U Key Audit Takeaway for Presentation

Dual-Parzpactive Varification: Thiz 24-second execution proves complete data-plane isolatic

step generates a comresponding cryptegraphic event inMicrosaft Entra ID Sign-in Logs, satisfying Zero Trust (MIST 800-207)
audit controls

30 Of The Fesounce sida. Every
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Control-Plane Governance & Identity Audit: Microsoft
Entra ID Telemetry

Complete dual-perspective verification requires pairing
resource-side runner logs with directory-side telemetry.

The following Microsoft Entra ID sign-in audit logs provide
cryptographic proof of governance: capturing the precise
15-second progression between control-plane
authentication (Azure Resource Manager) and data-plane
access (Azure Key Vault).

This immutable telemetry correlates directly with the
GitHub Actions workflow timeline, confirming
passwordless execution, egress IP attribution, and NIST
800-207 Zero Trust compliance without exposing static
credentials.



Control-Plane Governance & Identity Audit (EntraID)

DATE + REQUEST ID

B/26, 12225532 FM fPlcaBhb-7T05-4c34. ..

B8, 1222507 PM O9fbbe2l-8edi-4974. ..

#= 1. Inbound Coordinates & Perimeter

Target Security Principal: Replacement Secure l[dentity [ #fdas25h
bodo=4f29=bfcf-e58bd. .. ).

Directory Coordinate Verification: Inbound Tenant |10 and Application 1D

match active tenant objects identically, werifying zero coordinate routing
faults.

Runmer Egress IP Attribution: 4.242.45.26 confinms execution
originating directly from GitHub Actions hosted runnerinfrastructura.

Conditional Access Policy: Marked as Not soplied, validating headless
service principal execution bypassing human MFA triggers.

© Key Slide Takeaway: Dual-Perspective Alignment

cradentlals,

SERVICE PRINCIPAL 1D
Ffdeb25h-bcdo-4f2e. ..

Ffdeb2bh-bodo-4f2%. ..

i

STATUS IP ADDRESS RESOURCE
#® Success G.242.45.26 Azure Key Vault
# Success 4,242 45,26 Azure Resource Manager

o 2, Progression (15-Sec Delta)

Control-Plane Handshake (12:25:17 PM): fzure Resource Manager
recaives the OIDC assaertion during Azure 210C Login, validating the
subject claim and issuing the Azure CLI session tokean.

Asset-Level Token Request (12:25:32 PM): Exactly 15 seconds later, Azure
Key Wault records a discrete tokenissuance event during Verify Key Wault
Data-Plane Access.

Strict Temporal Comelation: The 15-second delta between sign-inentrias
diracthy mirrors the GitHub Actions runner execution timeline.

MICROSOFT ENTRA ID TELEMETRY

COMDITIONAL ACCESS # SIGN-INS
Not applied 1

Not applied 1

U 3. Cryptographic Audit Readiness

Passwordless Verification: 100% ephameral token exchange via JIDC;
zaro static client secrets orlong-Fyed passwords transmitted across the
wire.

Immutable Audit Trail: Unigue Request IDs{ B%f5be21... and

fTlc4Bbé ... }provide end-to-end cryptographic traceability for MIST
BO0-207 Zero Trust and 50C 2 Type Il compliance.

This identity-side telemetry confirms that the directory successfully validated the external GitHub runner, granted scoped short-lived access, and logged every transaction without storing or exposing static



INTELLIGENT ARCHITECTURE |4

: Machine ldentity & Entra ID Security Architecture

Data-Plane Asset Audit & Telemetry Tracing: Azure
Log Analytics

Closing the verification loop requires querying resource-
level diagnostic logs directly from Azure Log Analytics.

The following CLI telemetry query output provides
granular proof of data-plane access on KV-SECURE-
DATA.

It traces the complete OAuth challenge protocol—from the
expected initial 401 Unauthorized challenge to the
successful sub-second 200 OK SecretGet payload
extraction—establishing end-to-end, queryable audit proof
across both control and data planes.



\zureliagnostics | where TimeGenerate

CURE-DATA
LURE=DATA
LURE=DATA
KV =-SECURE=-DATA

d =

Data-Plane Asset Audit & Telemetry Tracing (Log Analytics)

AZURELOG AMALYTICS TELEMETRY

project TimeGenerated, Resource, OperationName, ResvltSignature, hittpStatusCode_d,

% 1. Data-Plane Verification & Payload Delivery
Target Vault Asset: HV-SECURE-DATA

Operation Executed: Secretliet
HTTP Qutcome: 200 0K { FesultSignature 1 OK)

Operational Meaning: The machine identity successfully presentedits
scopad acces

s token to the Key Vault data-plane, passed Key Vault

DI =5uccess |

D Key Slide Takeaway

hardenaed, passwordless machine identity pipeline.

Sacrets Usar RBAC evaluation, and extracted the secret payload [ ACEHF

@ 2, OAuth Challenge Protocol Analysis

401 Unauthorized Challenge: ey Vault returns an unauthenticated 401
response to declareits directory tenant authority

200 0K Authenticated Response: The GitHub runnerimmediately
presents the OIDC-negotiated Bearer token, complating the
authorization handshake in less than a second

Audit Gate 4 [Plane Check) Status: PASS—Zaro "Silant 403" authorization
drops or missing role definitions detected

#= 3. Metwork & Infrastructure Traceability

Egress RunneriPs: 13.87.214.116 and 20.2%. 2%
GitHub Actions Azure-hosted runner ranges

.58 trace directhy to

Telemetry Schema Alignment: Diagnostic kogging successfully routed to
Azurebizgnostics withinlaw-workload-identity-audit, establishing a
permanent, queryable audit trail for compliance frameworks (NIST 800 -

207, 500C 2 Type ).

Complete Circuit Execution: By proving directory token issuance on the Entra ID Control Plane and secret payload extraction on the Key Vault Data Plane, we have established end-<to-end cryptographic proof of a
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Enterprise Security Engineering: Audit Results Ledger
(ARL)

The final component of the ACPHF framework is the
Audit Results Ledger (ARL), providing a formal
summary of governance gates and Al-assisted intent
verification.

This ledger validates all four security gates—Coordinate
Alignment, Character Matching, Token Clock Limits, and
Plane Separation—yielding an OVERALL.: PASS status.

By executing correlated queries across Entra ID sign-in
logs and Log Analytics telemetry, the ARL verifies 100%
data-plane access alignment, zero orphan events, and
zero static credential exposure.



ACPHF fIALVZ.TIVERIFICATION

o Enterprise Security Engineering: Audit Results Ledger (ARL)
AUDIT TRACKING ID EXECUTION TIMESTAMP [UTC) AUDITOR f &l AGENT :f:ﬁg-f:TJ-‘fI:‘iEE;_.-f tle':_:*-ELSDH: N

ARL -2026-0801-WORKLOAD -DIDC 2026-08-0121:17:04 UTC Stewen Tuschman (Al Security Assistant)

[ GATE1 ] Coordinate Check PASS [ GATE 2] Character Check PASS [ GATE 3 ] Clock Check PASS [ GATE 4 ] Plane Check PASS
Target: Inbcund Tenant & App 1D Mapping Target: Subject Claim Casing & Trust Target: Token Lifetime (& 0m Ceiling Target: Contral ve. Data-Plane BBAC

Source: Entra ID Non-Interactive Sign-InLogs Souwrce: Sign-in Status (ErrorCode: O Source: Session Lifecycle Spacing Source: Log Analytics Workspace

L malchnes reposilony

epi Conmpoodel@1TIR21203/ ...

ance with HKe

AL Prompt Directive E
LA 0 nostics) For

# Saection 4: Defect Log & Remediation Action Plan Matrix
Gate 2 (Characters)
AADSTEFO021Z Dafecl: Mone

Dafect: Corrected (AADSTETDOZ1Z
Rl Cause: GitHub CIDC enfarces DE awner IDs. Rool Cause: Token generated and consumnedin 27s.

Gate 3 (Clock]) Gate 4 (Plane]
Defect: Nane

Rood Cause: SacrelGel sucossded withoul draps.

Giate 1 {Coardinates)
Defect: Nane

Root Cause: App & Tenant IDs matched objects on n.
Action: Locked Target App Chent ID to e7e0822c.. Aetion: Updated sub clairm via CL o match paylosd. Betion: Volatifty lifetime governed by workflow context. Action: Assigned Key Vaul Secrets User RBAC directly.

il AuditState Locked: YES  Framewaork: ACFHF flALwE ] Hext Scheduled Review Date: 2026-11-01
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