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EXECUTIVE PREFACE & SYSTEM ARCHITECTURE 
OVERVIEW 

Version 1.0 | Operational Field Manual & Active Engineering Baseline 

1. Framework Purpose & System Overview 

This field manual brings together five distinct yet mutually dependent engineering components 
into a unified, active operational playbook for non-human identity (NHI) security and zero-trust 
OpenID Connect (OIDC) federation. 

Serving as Version 1.0 of a living engineering baseline, this manual codifies an end-to-end 
methodology for passwordless identity design, configuration logging, KQL telemetry auditing, 
proof-of-governance verification, and control-plane capability mapping within the Microsoft Entra 
ID ecosystem. 

 

2. The 5 Interconnected System Pillars 
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3. Pillar Technical Breakdown 

Pillar 1: The ACPHF Core Engineering Specification 

●​ Technical Function: A 4-phase architectural blueprint for passwordless OIDC federation, 
data-plane RBAC isolation, and short-lived token volatility management (60-minute 
ceiling). 

●​ Engineering Value: Eliminates static secrets, secret rotation overhead, and UI-based 
configuration traps (such as modern GitHub OIDC database claim mismatches 
AADSTS700213). 

Pillar 2: The Identity Architecture Ledger (IAL) 

●​ Technical Function: The standardized configuration record template that directly mirrors 
the 4-phase specification. 

●​ Engineering Value: Captures hard boolean validation states, directory GUIDs, subject 
claim strings, and RBAC role assignments to create an immutable, audit-ready 
architectural record. 

Pillar 3: The Practical Log Navigation & Telemetry Audit Guide 

●​ Technical Function: An operational runbook leveraging Microsoft Entra sign-in logs and 
Azure Log Analytics (Kusto Query Language / KQL). 

●​ Engineering Value: Establishes diagnostic workflows to verify inbound OIDC token 
handshakes and trace downstream data-plane requests, specifically exposing "Silent 
403" authorization drops where directory login succeeds but asset access fails. 

Pillar 4: The Enterprise Security Engineering Audit Results Ledger (ARL) 

●​ Technical Function: A formal proof-of-governance verification report template. 
●​ Engineering Value: Structured around the 4 Audit Gates (Coordinates, Characters, 

Clock, Plane), providing security engineers and automated auditing agents with a 
standardized format to log telemetry correlations, gate pass/fail outcomes, and 
remediation action plans. 

Pillar 5: The Microsoft Entra Control Plane Capability Index 

●​ Technical Function: An architectural taxonomy mapping 35 core Microsoft Entra ID 
services across seven functional security domains. 
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●​ Engineering Value: Categorizes directory capabilities by control-plane scope and 

deployment depth, establishing an overarching reference map for where non-human 
identity hardening fits within broader tenant governance. 

 

 

4. Continuous Operational Execution & Applied Practice 

This manual functions as an active, daily operational baseline used to build, test, and audit 
real-world cloud identity implementations on an ongoing basis: 

1.​ Systematic Design: Identities are provisioned according to strict, predictable constraints 
rather than manual portal tweaks. 

2.​ Telemetry-Driven Verification: Compliance is verified through raw KQL log correlation 
rather than assuming proper function based on successful sign-in logs. 

3.​ Structured Governance: Paired ledgers (IAL and ARL) enforce operational 
accountability, delivering repeatable proof-of-compliance artifacts across multi-cloud and 
AI workload environments. 
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AI and Cloud Pipeline Hardening Framework 

 

Machine identities are rapidly outnumbering human users, making manual setups and 
fragmented policies a major security risk. 

To address this gap, I developed the AI and Cloud Pipeline Hardening Framework—a 
repeatable, zero-trust blueprint for deploying and auditing machine identity environments. 

The framework outputs directly to the Identity Architecture Ledger, a standardized artifact 
pre-formatted to match each step of this baseline. It ensures every configuration decision made 
throughout the framework is recorded in a consistent, audit-ready format. 

This write up details the core configurations required for a repeatable, zero-trust machine 
identity architecture. 
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         Phase 1: Core Cloud Boundary & Metadata Alignment  

Phase 1 of our four-phase framework is straightforward data gathering: there are 
no complex architectural decisions to make here. We are simply isolating the 
foundational coordinates of the environment. 

Regardless of the platform, we pull two required anchors: the central identity root 
boundary and the target infrastructure boundary. 

In Microsoft Azure, that means identifying your Entra Tenant ID and Subscription ID. 
On AWS, it's your Identity Provider ARN and Account ID. On Google Cloud, it's your 
Organization ID and Project ID. Gathering these exact metadata boundaries gives 
us the precise, clean baseline needed before moving into Phase 2. 
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Phase 1: Core Cloud Boundary & Metadata Alignment (Expanded) 

This phase isolates the globally unique identifiers required to map the central identity directory 
to the target cloud infrastructure assets, immediately populating Section 1: Core Cloud 
Boundary Identification of the Identity Architecture Ledger (IAL). 

1.1 Boundary Coordinate Identification 

To establish baseline routing, the engineer must extract two distinct cryptographic perimeters: 

●​ Identity Domain Root (Tenant ID): The master identifier governing the centralized 
security directory. 

●​ Target Asset Container (Subscription/Account ID): The explicit infrastructure boundary 
containing the target workload resources. 
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1.2 Universal Coordinate Mapping 

While administration varies by provider, these metadata boundaries map uniformly across all 
enterprise cloud ecosystems: 

Cloud 
Ecosystem 

Identity Root 
Boundary 

Infrastructure 
Resource 
Boundary 

Primary Administrative 
Root 

Microsoft Tenant ID 
(Microsoft Entra 
ID) 

Subscription ID 
(Microsoft 
Azure) 

entra.microsoft.com 

AWS Identity 
Provider ARN 
(AWS IAM) 

AWS Account ID console.aws.amazon.com 

GCP Identity 
Organization ID 
(Cloud IAM) 

GCP Project ID console.cloud.google.com 

 

 

Phase 2: Non-Human Identity Provisioning & Tenancy 
Architecture 

 

With our multi-cloud coordinates isolated in Phase 1, Phase 2 executes the initial 
identity registration—establishing a clean, standardized directory schema. 

Here, the platform automatically instantiates twin assets: the global Application 
Object and its local Service Principal. 

From there, our framework enforces two straightforward parameters: First, for the 
tenancy boundary, in the vast majority of enterprise configurations we stick to 
the internal standard: Single-Tenant, locking authentication strictly within our 
home directory. Second, we enforce surface minimization by leaving Redirect URIs 
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blank—because headless AI agents and automated pipelines require zero browser 
endpoints. 

By eliminating unnecessary exposure on Day 1, we establish a lean machine 
identity that’s ready for policy and permission assignment in Phase 3. 

 

 

Phase 2: Non-Human Identity Provisioning & Tenancy 
Architecture (Expanded) 

This phase establishes a headless machine identity within the directory, immediately populating 
Section 2: Non-Human Identity Provisioning of the Identity Architecture Ledger (IAL). The 
registration transaction concurrently instantiates two core schema components: 

●​ the global Application Object configuration template 
●​ and its corresponding local Service Principal Object security context. 

2.1 Tenancy Boundary Selection Matrix 

The application registration requires an explicit declaration of the supported account type to 
freeze the identity's ultimate directory perimeter: 
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●​ Potential A: Single-Tenant (Default) 

○​ Scope: Restricts token issuance and principal evaluation exclusively to the home 
tenant boundary. 

○​ Deployment: Baseline standard for internal enterprise automation, infrastructure 
pipelines, and private corporate AI workloads. 

●​ Potential B: Multi-Tenant 
○​ Scope: Allows the application definition to be trusted and instantiated by external 

directories. 
○​ Deployment: Mandatory for commercial B2B SaaS architectures or shared 

multi-organization integrations. 
●​ Potential C: Multi-Tenant and Personal Microsoft Accounts 

○​ Scope: Merges multi-directory corporate authentication with individual consumer 
identities. 

○​ Deployment: Reserved for customer-facing applications integrating both 
enterprise platforms and consumer endpoints. 

●​ Potential D: Personal Microsoft Accounts Only 
○​ Scope: Isolates the registration entirely within consumer-grade identity pools. 
○​ Deployment: Consumer applications operating completely outside the enterprise 

governance boundary. 

2.2 Redirect URI & Surface Area Minimization 

●​ Functional Intent: Redirect URIs (Web, SPA, Public Client/Native) exist solely to handle 
the browser-based callback loop during interactive, human-driven authentication. 

●​ Workload Optimization: For headless background runners, automated data pipelines, 
and standalone AI agents, no browser context exists. To enforce attack surface 
minimization, this parameter must be left entirely blank. 

2.3 Interface Execution Sequence 

1.​ Navigate to the directory console application registration blade and initialize a new 
identity registration. 

2.​ Select the required tenancy scope (Default: Single-Tenant for internal workloads). 
3.​ Bypass the Redirect URI input fields completely. 
4.​ Execute the registration command to commit the twin object assets into the active 

directory schema. 
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Phase 3: Passwordless Cryptographic Federation 

 

Phase 3 unlocks the true strategic value of identity security engineering: 
establishing passwordless OIDC federation to permanently eliminate static 
credentials, backdoor risk, and manual secret rotation. This is the difference 
between simply configuring access and building a resilient Zero-Trust perimeter. 

●​ Block 1 selects our hardened trust parameters to bypass legacy portal 
traps. 

●​ Block 2 enforces a strict binary Subject Claim guard for exact string 
matching. 

●​ Block 3 validates our security invariants through a strict operational gate. 
●​ Block 4 completes the cryptographic bridge, issuing volatile 60-minute 

access tokens with zero refresh token drift. 

This turns identity into an active, self-defending security layer 
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Phase 3: Passwordless Cryptographic Federation (Expanded) 

3.1 Federated Trust Parameter Selection 

This phase establishes a passwordless, OpenID Connect (OIDC) identity federation 
between the external automation provider and Microsoft Entra ID, completely 
eliminating static credentials. 

Architectural Scenario Selection Matrix 

Before configuring specific parameters, the administrative host must select the explicit 
Federated credential scenario from the four primary platform options. 

Critical Identity Engineering Update (July 2026): GitHub has updated its default 
OpenID Connect (OIDC) token behavior to enforce immutable subject claims containing 
unique, underlying database identifiers (e.g., @171821203). Because of this, the native 
"GitHub Actions" portal wizard is now classified as a Legacy Validation Trap for new 
repositories. The wizard hardcodes a legacy, text-only verification pattern that will cause 
a silent, persistent runtime failure (AADSTS700213) when hit with a modern, hardened 
GitHub OIDC token. 

The matrix below details the four explicit platform choices and defines their architectural 
status: 

Federated Trust 
Scenario 

Target Workload 
Execution 

Environment 

Production Status & Operational 
Caveat 

GitHub Actions Continuous 
integration and 
continuous 
deployment 
(CI/CD) 
pipelines hosted 
on GitHub. 

Legacy Validation Trap / Deprecated 
for Hardened Repositories. 
Built-in portal wizard is hardcoded 
to strip database identifiers, 
creating an automatic string 
mismatch with modern GitHub 
tokens. 
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Kubernetes 
Workloads 

Containerized 
applications 
running in Azure 
Kubernetes 
Service (AKS), 
Amazon Elastic 
Kubernetes 
Service (EKS), 
Google 
Kubernetes 
Engine (GKE), 
or on-premises 
clusters. 

Production Standard. Maps trust directly 
to a specific cluster's OpenID 
Connect Issuer URL and service 
account namespace. 

Managed 
Identity 

Cross-app trust 
scenarios or 
specific 
Azure-to-Azure 
service 
mappings. 

Production Standard. Establishes a 
localized trust anchor between 
distinct application objects within 
the ecosystem. 

Other Issuer Alternative vendor 
platforms 
(GitLab CI, 
HashiCorp 
Vault, Terraform 
Cloud). 

Core Configuration Standard for Modern 
GitHub Actions. Exposes raw 
configuration fields for custom 
Issuer, Audience, and Subject 
Claim entries. Bypasses rigid UI 
wizard interpolation to allow 
manual mapping of immutable 
database identifiers. 

3.2 Granular Subject Claim and Entity Mapping 

To execute the granular string isolation required for federated trust, the administrative 
host must manually navigate the platform directory boundaries to unlock the 
configuration fields. 
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●​ From the Microsoft Entra admin center dashboard, expand the Identity menu, 

select Applications, and click on App registrations. Locate and select the targeted 
non-human application registration blueprint. 

●​ From the primary left-hand configuration panel, select Certificates & secrets, and 
then pivot to the Federated credentials tab. Click + Add credential to initialize the 
deployment interface. 

●​ In the Select a scenario drop-down menu, the engineer must select the precise 
operational boundary that maps to the target execution environment, selecting 
the native platform templates for standard cloud or cluster workloads, or 
choosing Other issuer when raw parameters are required to bypass rigid portal 
interface constraints. 

●​ Selecting the appropriate scenario opens the required interface input fields 
necessary to bind the identity to the explicit, case-sensitive external code 
perimeter. 

The Plain-Talk Concept 

If Microsoft Entra ID is configured to trust an external platform generally, any user on 
that external platform could theoretically authenticate against the tenant. The Subject 
Claim acts as a strict binary guard. Microsoft Entra ID evaluates the incoming claim 
string using absolute, case-sensitive character matching. If a single capital letter, slash, 
or character is mismatched, the token exchange fails instantly. 

Core Interface Input Fields and Execution Parameters 

●​ Organization / Owner: The exact, case-sensitive external account or organization 
namespace holding the target code assets. 

●​ Repository: The specific repository name hosting the automation or artificial 
intelligence application code. 

●​ Entity Type: The execution boundary selected to enforce runtime constraints. 
This dictates whether token issuance is restricted to an environment deployment 
gate, a specific git branch path, an active pull request isolation boundary, or a 
designated release tag. 

Operational Note for Custom Scenarios: When using native platform templates, these 
fields appear as distinct text boxes within the portal user interface. When selecting the 
Other issuer scenario, the engineer must manually concatenate these three distinct 
metadata parameters into a single continuous string to populate the required Value 
(Subject identifier) field. 
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Autofilled Universal Constants and Ledger Outputs 

●​ Subject Identifier (Computed String): The finalized, case-sensitive string 
concatenation representing the exact repository path and branch metadata. 

●​ Audience Mapping: A hardcoded universal constant (e.g., 
api://AzureADTokenExchange) that validates the incoming token is explicitly 
destined for the target cloud identity plane. 

●​ Credential Identifier: A unique administrative name and description under 120 
characters to log the credential entry into the architecture ledger. 

3.3 Security Invariant Checklist 

Compliance must be verified against strict zero-trust identity isolation boundaries prior 
to pipeline execution: 

●​ Condition 1 (Explicit Boundaries): The final Subject identifier must be completely 
explicit and free of broad production wildcards (*) to eliminate multi-branch or 
unauthorized cross-repository impersonation vectors. 

●​ Condition 2 (Casing Invariance): The exact string casing of the external 
organization name and repository path must be matched perfectly to prevent 
silent character-match failure states during runtime token exchanges. 

3.4 Operational Identity Validation Gate 

Before moving past Phase 3, the following hard boolean validation condition must be 
audited and affirmed within the environment telemetry: 

●​ Validation Query: Has the Microsoft Entra ID platform written the federated trust 
parameters into the active collection of the application object, and are the 
audience values locked? 

●​ SUCCESS State: The trust policy is active; the Microsoft Entra ID token endpoint 
is actively listening for matching inbound external claims. 

●​ FAILURE State: A scenario selection mismatch or an invalid repository context 
string exists. Inbound handshakes will trigger immediate authentication drops 
(AADSTS700213). 
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3.5 Architectural Synthesis and Cryptographic Posture 

The finalization of this trust relationship replaces legacy static authentication boundaries 
with an active, runtime-validated cryptographic bridge. By anchoring the target 
non-human application registration blueprint directly to the external platform identity 
provider via OpenID Connect (OIDC), the directory achieves passwordless 
machine-to-machine federation. This architecture completely eliminates the systemic 
risk of hardcoded secret leakage, static backdoor entry points, and manual 
administrative credential rotation overhead. 

Cryptographic Trust Lifecycle and Token State 

At runtime, the authentication handshake executes across a structured, three-step 
validation lifecycle: 

1.​ Assertion Ingestion: The external execution environment generates a 
short-lived OpenID Connect JSON Web Token (JWT) signed by its native 
authority and broadcasts it to the Microsoft Entra ID token endpoint. 

2.​ Deterministic Validation: The identity engine interceptor extracts the inbound 
claim payload, comparing the metadata strings against the immutable constraints 
written to the application object during Phase 3.2. 

3.​ State Transition: Upon an absolute, case-sensitive binary match, Microsoft 
Entra ID issues a scoped, short-lived Access Token (AT) capped at a hard 
60-minute execution boundary. No Refresh Tokens (RT) are generated or 
permitted during this exchange, ensuring the security boundary remains 
entirely volatile and short-lived. 

Phase 4:  Data Plane Access Control and Pipeline Execution 
Architecture 

Phase 4 completes our Zero-Trust architecture by enforcing strict data-plane 
isolation and hard access controls across automated pipeline executions. By 
moving beyond basic infrastructure management, we ensure non-human 
identities operate with absolute least-privilege authority during runtime. 

●​ Block 4.1 isolates the Control Plane from the Data Plane, mapping 
explicit functional roles directly to the Service Principal. 

●​ Block 4.2 executes the 4-step OIDC cryptographic handshake 
through a mandatory token permission gate. 
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●​ Block 4.3 enforces session hardening with volatile 60-minute access 

tokens and script-level telemetry masking. 
●​ Block 4.4 synthesizes the runtime validation using a collaborative 

Human-AI interactive framework to log a hard boolean success state. 

This locks down the entire execution lifecycle from identity creation to 
runtime authorization 

 

 

Phase 4: Data Plane Access Control and Pipeline Execution 
Architecture (Expanded) 

4.1 Control Plane and Data Plane Isolation 

Cloud security models maintain a strict functional division between the Control Plane, 
which governs infrastructure lifecycle management (such as creating or deleting an 
asset container), and the Data Plane, which governs access to the raw data contained 
within those perimeters. Broad infrastructure roles like Contributor only grant 
control-plane administrative authority. A Contributor principal can delete a resource 
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container entirely but remains blocked from reading individual secrets contained within 
it. To authorize operational workloads, the infrastructure management roles must 
be bypassed in favor of explicit data-plane role assignments applied directly to 
the Service Principal. 

Technical Execution Parameters: The Data-Plane Role Mapping 

To authorize the autonomous workload, the administrator must pivot directly to the 
pre-existing target resource container to map explicit data-plane access rights to the 
non-human machine identity. 

1.​ Navigate to the Target Perimeter: Open the cloud portal, locate the target 
infrastructure asset (e.g., [Target_Resource_Name]), and select the Access 
control (IAM) blade from the primary configuration panel. 

2.​ Initiate Role Assignment: Click + Add ➔ Add role assignment to open the 
zero-trust authorization interface. 

3.​ Isolate the Data-Plane Role: From the role definition matrix, deliberately bypass 
all standard administrative, reader, or control-plane roles. Search for and select 
the specific data-plane functional role required by the workload: 

○​ For Secret Management Environments: Key Vault Secrets User 
(authorizes pulling raw secret values without administrative vault control). 

○​ For Object Storage Environments: Storage Blob Data Reader 
(authorizes downloading raw data files without bucket control). 

4.​ Bind the Non-Human Identity: Under the Members tab, set the assignment 
scope to User, group, or service principal. Click + Select members, search for the 
global non-human application registration name 
([Target_Application_Registration]), and select its corresponding local 
Service Principal card. 

5.​ Freeze the Security Policy: Click Review + assign. The platform 
programmatically commits this policy into the local directory access control list, 
implementing a true least-privilege security posture by locking down direct 
data-plane authorization to that exact machine persona. 

4.2 Cryptographic Handshake and Pipeline Orchestration 

With the data-plane authorizations established, the cross-cloud cryptographic 
handshake must be executed using an automated orchestration vehicle. This framework 
assumes a standardized continuous integration and continuous deployment engine 
acting as the headless runner. 
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The Plain-Talk Concept: When code changes are pushed to the remote repository, a 
machine-to-machine login sequence executes in the background completely free of 
static passwords or client secrets. The runner fetches an ephemeral OpenID Connect 
token assertion from its native identity authority, submits that token to the Microsoft 
Entra ID endpoint, and receives a live access token valid for 60 minutes to complete its 
targeted tasks. 

Universal Handshake Sequence: The automated handshake progresses through four 
clear, non-interactive validation stages: 

●​ First, the Token Request occurs where the runner initiates an outbound request 
to its local authority to pull a temporary, cryptographically signed token assertion. 

●​ Second, the Handshake stage transmits this signed assertion directly to the 
Microsoft Entra ID token validation endpoint. 

●​ Third, the Validation stage executes where Microsoft Entra ID verifies the public 
cryptographic signature of the external issuer and matches the inbound Subject 
Claim string against its local database with case-sensitive precision. 

●​ Fourth, the Exchange stage completes as Microsoft Entra ID returns a live, 
short-lived Cloud Access Token directly to the runner to establish the authorized 
data-plane session. 

Pipeline Blueprint Structure: To implement this handshake, a configuration file is 
deployed within the repository path. The automation script utilizes specific global keys 
that must be defined to establish the environment context: 

The configuration declares clear environment variables to host the Client ID, Tenant ID, 
and Subscription ID values extracted during Phase 1 and Phase 2, alongside the name 
of the target resource asset. 

The pipeline configuration must explicitly grant OpenID Connect token issuance 
permissions (such as permissions: id-token: write in GitHub Actions or 
id_tokens: in GitLab CI).  

Without this token permission scope, the orchestration engine blocks the runner from 
requesting an OIDC assertion from the base issuer, causing subsequent cloud login 
steps to terminate immediately with a 401 Unauthorized error 
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4.3 Session Lifecycle Hardening and Telemetry Leak Prevention 

Following a successful automated execution, the engineering architecture must enforce 
strict runtime constraints to protect the security perimeter from long-term session drift 
and accidental logging exposures. 

●​ The Volatile Token Rule: Workload Identity Federation architectures 
intentionally omit the issuance of a Refresh Token. The Access Token transmitted 
to the headless runner contains a hard expiration ceiling of 60 minutes. If the 
underlying automation script or artificial intelligence workload requires longer 
than one hour to compile, execute, or complete its data transaction, the session 
cannot be silently refreshed. The automation vehicle must loop back to the initial 
handshake phase and execute a new OpenID Connect token exchange. 

●​ The Telemetry Masking Trap: While automated repository platforms natively 
mask pre-configured secrets using text-redaction filters, these automated 
scanners cannot interpret raw, dynamic data payloads pulled in real-time from an 
active cloud database or data store. If a script inadvertently outputs a decrypted 
secret string to the console, the string will write directly to the plain-text execution 
logs. 

●​ The execution framework must implement explicit, script-level output suppression 
commands and runtime masking directives to intercept raw data-plane variables 
in memory, redacting them completely before they are committed to disk or 
long-term logging registries. 

Phase 4.4 Architectural Synthesis and Runtime Validation 

This final operational stage achieves complete zero-trust verification by binding 
least-privilege data-plane permissions directly to a passwordless, federated machine 
identity. By separating infrastructure administration from data-plane content 
consumption, the configuration completely isolates the asset container from 
unauthorized lateral movement. 

Human-AI Interactive Configuration & Validation 

Rather than relying on fully hands-off automation, the setup and validation process uses 
a straightforward partnership between the engineer and an AI assistant. 

●​ The Engineer: Works through the actual cloud console setup, applying the 
required security controls and feeding configuration details to the AI as work 
progresses. 
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●​ The AI Assistant: Loaded with both the ACPHF framework rules and the Identity 

Architecture Ledger (IAL), the AI tracks the setup in real time. It verifies each 
step against the framework guidelines and automatically keeps the ledger 
updated with exact coordinates and pass/fail states. 

This real-time tracking ensures that every configuration decision is captured 
immediately in an audit-ready format without slowing down the deployment. 

Runtime Audit and Ledger Finalization 

During the validation phase, the operator and the AI assistant dynamically 
cross-examine live pipeline telemetry to audit the inbound handshake. 

●​ When runtime error exceptions occur—such as the AADSTS700213 subject 
claim mismatch caused by immutable platform identifiers—the AI assistant uses 
the stored identity architecture framework to diagnose the root cause 
immediately. The operator then applies the remediation directly within the cloud 
console, preserving project momentum. 

●​ Once the handshake successfully clears the gateway and forces unmasked 
payload extraction to confirm data-plane access, the AI assistant updates the 
active tracking ledger with a hard boolean success state, finalizing the core 
secure configuration before any subsequent add-on modules are explored. 
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ENTERPRISE ENGINEERING SPECIFICATION: 
IDENTITY ARCHITECTURE LEDGER (IAL) 

The official ledger implementation of the AI and Cloud Pipeline Hardening 
Framework (ACPHF). This template provides the exact technical checklist and 
configuration matrices required to enforce the framework's protocol, mapping 
non-human machine identities to cloud data planes via secure, passwordless 
cryptographic federation.  

Project Metadata Baseline 

Deployment System Target: [e.g., GitHub Runner Pipeline / Kubernetes Pod / AI Vector Agent] 

Target Cloud Provider: [e.g., Microsoft Azure / AWS / GCP] 

Execution Date: [Date] 

Compliance Status: [Pass / Fail / Audited] 

AI Ingestion Agent Status: [Enabled / Disabled / Programmatic API Hook] 

 

SECTION 1: CORE CLOUD BOUNDARY IDENTIFICATION 

1.1 Structural Boundary Discovery Matrix 

This matrix anchors the globally unique root coordinates of the identity directory and the 
targeted asset deployment environment. 

●​ Resource A (Source Identity Center) - Tenant ID: [___________________________] 
Sourced via API/Portal Overview 

●​ Resource B (Target Asset Environment) - Subscription ID: 
[___________________________] Sourced via API/Portal Billing Scope 

1.2 Asset Configuration Profile 



22 
Track the live state of the physical infrastructure assets deployed inside the target resource 
boundary. 

●​ Target Cloud Asset Type: [e.g., Azure Key Vault / Azure Blob Storage] 
●​ Provisioned Resource Name: [___________________________] 
●​ Resource Group Perimeter: [___________________________] 

1.3 Automated Telemetry Sourcing Method 

​​  Manual Lookup: Extracted from portal browser surfaces. 
​​  AI Agent Programmatic Discovery: Automated JSON variable extraction via 

CLI/PowerShell script telemetry. 

1.4 Operational Identity Validation Gate 

Before moving past Phase 1, the following logical condition must be manually audited or 
AI-verified. 

[ HARD BOOLEAN VALIDATION ] Are both the target subscription asset and the identity 
directory actively nested under the identical root tenant domain structure? 

​​  SUCCESS: Workspace paths cryptographically align. AI agent records identifiers. 
​​  FAILURE / INTERRUPTED: Mismatched tenant directory context detected. Cross-cloud 

routing will fail validation before token issuance. 

 

SECTION 2: NON-HUMAN IDENTITY PROVISIONING 

2.1 Identity Object Profile 

Document the primary administrative naming convention and unique identifier generated for the 
machine account. 

●​ Configured Application Name: [___________________________] (e.g., AI-Identity-Prod) 
●​ Application (Client) ID: [___________________________] (Public username string 

extracted automatically by AI agent) 

2.2 Architectural Tenancy and Redirection Boundaries 

Enforce the structural constraints chosen during the initialization of the application object. 

Supported Account Type Selection: 
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​​  Potential A: Single-Tenant (Accounts in this organizational directory only - standard for 

internal enterprise/AI workloads) 
​​  Potential B: Multi-Tenant (Accounts in any organizational directory - required for external 

B2B SaaS applications) 
​​  Potential C: Multi-Tenant and Personal Microsoft Accounts (Enterprise software with 

integrated consumer account access) 
​​  Potential D: Personal Microsoft Accounts Only (Isolates identity entirely within the 

consumer-grade ecosystem) 

Redirect URI (Reply URL) Configuration: 

​​  Left Entirely Blank (Optimized for headless background runners and automated AI 
workloads) 

​​  Populated (Interactive web application human-login redirection routing) 

2.3 Operational Identity Validation Gate 

Before moving past Phase 2, the following logical condition must be audited and affirmed. 

[ HARD BOOLEAN VALIDATION ] Has the directory portal successfully initialized both the 
Application Object blueprint and the local enterprise Service Principal card? 

​​  SUCCESS: Both structural objects exist in the tenant; Application ID is recorded into the 
ledger by the AI runtime context. 

​​  FAILURE / INTERRUPTED: Registration incomplete or app suspended. External 
runners cannot reference the identity. 

 

SECTION 3: PASSWORDLESS CRYPTOGRAPHIC FEDERATION 

3.1 Federated Trust Parameters 

Document the precise OpenID Connect (OIDC) metadata properties configured to anchor the 
cross-platform trust root. 

●​ Federated Credential Name: [___________________________] (e.g., 
github-main-branch) 

●​ Issuer URL: https://token.actions.githubusercontent.com 
●​ Audience Mapping: api://AzureADTokenExchange 

3.2 Selected Architectural Scenario Boundary 
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​​  GitHub Actions: CI/CD automation pipeline tracking. 
​​  Kubernetes Workloads: Maps trust to container cluster OpenID Connect Issuer URL. 
​​  Managed Identity: Cross-app localized trust anchor between distinct application objects. 
​​  Other Issuer: Custom external vendor platforms utilizing raw string entries. 

3.3 Granular Subject Claim and Entity Mapping 

Record the explicit, case-sensitive string used to isolate inbound authentication directly to your 
approved code or runtime perimeter. 

●​ Target Repository Owner / Org: [___________________________] (e.g., Compcode1) 
●​ Target Repository Name: [___________________________] (e.g., machine-identity-1) 

Target Entity Type Deployment Gate: 

​​  Environment 
​​  Branch 
​​  Pull Request 
​​  Tag 
​​ Target Execution Path Name (Branch/Env/Tag Name): 

[___________________________] (e.g., main) 
​​ Final Computed Subject String (sub): repo:[Org]/[Repo]:ref:[Path] 
​​ Actual Form: repo::ref: 

3.4 Security Invariant Checklist 

Verify compliance against strict zero-trust identity isolation boundaries. 

●​ [ YES ] Is the final Subject identifier completely explicit and free of broad production 
wildcards (*)? 

●​ [ YES ] Has the exact string casing been verified against the external repository path to 
prevent silent character-match failure states? 

3.5 Operational Identity Validation Gate 

Before moving past Phase 3, the following logical condition must be audited and affirmed. 

[ HARD BOOLEAN VALIDATION ] Has the cryptographic policy been successfully written into 
the Application Object's federated identity collection and locked? 

​​  SUCCESS: Trust policy is active; identity token endpoint is listening for matching 
external claims. AI logs verified configurations. 

​​  FAILURE / INTERRUPTED: Policy misconfiguration or invalid issuer URL string. 
Inbound handshakes will trigger immediate authentication drops. 
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SECTION 4: DATA-PLANE ACCESS ENFORCEMENT & PIPELINE 
EXECUTION 

4.1 Role-Based Access Control (RBAC) Entitlements 

Document the precise data-plane authorization scope assigned to the local Service Principal 
inside the resource target perimeter. 

●​ Assigned Data-Plane Role: [___________________________] (Bypasses broad 
infrastructure control roles like Contributor) 

●​ Target Resource Attachment Scope: [___________________________] (e.g., 
key-vault-sgt) 

4.2 Token State & Lifecycle Controls 

Map out the hard cryptographic token thresholds governing the lifecycle of the active automation 
run. 

●​ Access Token (AT) Expiration Ceiling: 60 Minutes (Absolute value active for data-plane 
read/write actions) 

●​ Refresh Token (RT) Availability: 0 Minutes (Blocked natively - long running scripts must 
execute a new OpenID Connect handshake) 

4.3 Log-Leak Mitigation & Script Hardening 

Identify and apply explicit text-masking boundaries to intercept raw string outputs before they hit 
public build screens. 

Telemetry Masking Rule Status: 

●​ [ YES ] Repository environment variables are actively hidden (***) by the runner 
framework. 

●​ [ YES ] Script-level output suppression commands and runtime masking directives are 
explicitly coded to intercept and redact dynamic data-plane variables in memory. 

4.4 Operational Identity Validation Gate 
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Before finalizing the ledger, the following logical condition must be audited and affirmed within 
the environment telemetry. 

[ HARD BOOLEAN VALIDATION ] Has the machine runner bypassed broad infrastructure 
control roles and successfully authenticated directly against a data-plane role? 

​​  SUCCESS: Pipeline logs show clean authorization and zero 403 Forbidden drop faults 
during asset reading. AI records a success state. 

​​  FAILURE / INTERRUPTED: Authentication returns a success state, but subsequent 
asset data access drops with a standard 403 authorization error. 
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Practical Log Navigation & Audit Guide (IAL v2.1) 

 

THE CORE PHILOSOPHY OF LOG VERIFICATION 

Auditing a passwordless machine identity is completely different from auditing a human 
user. A human user exhibits unpredictable behavior across multiple devices and 
geolocations. A machine identity is a deterministic piece of software. It executes specific 
code, from a specific runner host, targeting a specific data asset. 

Because we enforce the AI and Cloud Pipeline Hardening Framework (ACPHF), we do 
not waste energy hunting for random anomalies. Instead, we audit for binary alignment. 
We use cloud logs to verify that the runtime reality matches our structural engineering 
specifications. 

There are only two core log management interfaces required to validate this framework: 

●​ The Microsoft Entra ID Sign-In Logs Portal: The primary visual landing zone to 
verify the initial cryptographic handshake. 

●​ The Azure Log Analytics Workspace (Using Kusto Query Language / KQL): 
The deep-dive query engine to trace long-term trends and catch silent, 
downstream data-plane authorization drops. 

 

SECTION 1: THE PORTAL SIGN-IN MATRIX (QUICK VISUAL AUDITS) 

To trace passwordless token exchange handshakes visually in the Microsoft Entra ID 
Admin Center, navigate directly to: 

Identity ➔ Monitoring & health ➔ Sign-in logs ➔ Service principal sign-ins 

When reviewing these line entries, you are validating the first three boundaries of the 
framework using plain talk: 
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1.1 The Inbound Coordinates Check 

●​ Telemetry Target: Incoming Tenant ID and Application ID fields. 
●​ Plain Talk Meaning: Did the external runner find your specific directory, or did it 

knock on the wrong door? If the Application ID is blank or unmapped, the runner 
is passing a coordinate that does not exist in your tenant. 

1.2 The Conditional Trust Handshake 

●​ Telemetry Target: Status: Success vs. Failure (ErrorCode: AADSTS70021, 
AADSTS70022, or 500121). 

●​ Plain Talk Meaning: This is where strict, case-sensitive Subject Claim validation 
happens. If an engineer typed refs/heads/Main with a capital M in GitHub, 
but the Entra ID Federated Credential policy expects a lowercase m 
(refs/heads/main), the portal will log a hard authentication failure right here 
(typically flagging AADSTS70021: No matching federated identity record found). 
The handshake drops dead at the perimeter. 
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1.3 The Token Volatility Lifetime 

●​ Telemetry Target: Timestamp spacing between subsequent successful sign-ins 
from the exact same application identity. 

●​ Plain Talk Meaning: Because our protocol strictly enforces a 60-minute Access 
Token ceiling and blocks Refresh Tokens entirely, a long-running pipeline or 
continuous AI workload must re-authenticate. If you see an identical application 
successfully logging in every 55 to 60 minutes on the dot, the script is 
successfully handling token volatility. If it logs in once and crashes exactly 60 
minutes later, the script failed to loop back and re-authenticate. 

SECTION 2: LOG ANALYTICS DATA-PLANE TRACING (GATE 4 
RUNBOOK) 
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To trace data-plane authorization and verify zero "Silent 403" access drops, navigate in 
the Azure Portal directly to: Azure Portal ➔ Log Analytics Workspaces ➔ [Target 
Workspace] ➔ General ➔ Logs#2.1 Operational Execution Path 

Step 1: Open the query editor for the Log Analytics workspace configured to ingest 
diagnostics. 

Step 2: Execute the Key Vault Data-Plane KQL Query 

To trace and audit target asset access, run the following KQL query directly in Azure 
Log Analytics: 

KeyVaultRequests 

| where TimeGenerated > ago(24h) 

| where VaultName =~ "kv-compcode1-ai-vault" 

| where IdentityCode == "22df9133-520e-4fd6-b456-e564190116fc" or AppId == 
"22df9133-520e-4fd6-b456-e564190116fc" 

| project TimeGenerated, VaultName, OperationName, ResultSignature, 
HttpStatusCode, CallerIpAddress, IdentityCode 

| sort by TimeGenerated desc 

 

2.2 Telemetry Field Inspection Matrix 

Inspect the returned log telemetry against the required baseline values: 

Column Name Baseline Value Operational Verification Meaning 

OperationName SecretGet Confirms the machine identity initiated a 
secret read action. 

HttpStatusCode 200 Confirms the target vault validated the token 
and released the secret payload. 
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ResultSignature OK Confirms zero cryptographic or access 
control errors occurred during extraction. 

IdentityCode / AppId 22df9133-520e-4
fd6-b456-e56419
0116fc 

Confirms the access event belonged strictly 
to the target bot identity. 

 

2.3 Audit Gate 4 Boolean Outcome Criteria 

PASS: A log row exists containing OperationName == 'SecretGet' and HttpStatusCode 
== 200. Data-plane access is fully verified. 

 FAIL (Silent 403): A log row exists containing HttpStatusCode == 403 or 
ResultSignature == 'Unauthorized'. The identity successfully authenticated to the 
directory but lacks data-plane RBAC permissions on the vault asset. 

 FAIL (Orphan Run): Zero log entries exist within 5 minutes of a successful Entra ID 
sign-in event. The pipeline runner failed to connect to the vault endpoint entirely. 

Note on Execution Delta & Ingestion Latency: The 5-minute threshold measures 
the strict execution timestamp delta between token issuance in Entra ID and the 
subsequent data-plane request, as automated runners typically hit the Key Vault 
endpoint within seconds. However, when conducting live audits, account for 
Azure Log Analytics diagnostic ingestion latency, which can take 5 to 15 minutes 
to populate KeyVaultRequests in the query workspace. To avoid false positives, 
verify that missing entries are not simply waiting on log ingestion before 
declaring an orphan run or network connection failure.  

 

 

 



32 
SECTION 3: SYSTEM VALIDATOR & TROUBLESHOOTING CHECKLIST 

 
 
This operational checklist acts as your live navigation map during an active deployment 
or system audit. Run through these four questions to instantly resolve any pipeline 
blockages: 

 

Audit Gate 1: Coordinate Check 

●​ Key Verification Question: Is the external automation runner passing the exact, 
matching target Directory ID and Application ID? 

●​ Failure Symptom & Diagnostics: Pipeline logs show immediate network routing 
errors or target subscription mapping faults. Unmapped AppIDs reflect 
non-existent tenant targets. 

Audit Gate 2: Character Check 

●​ Key Verification Question: Does the string case in your external repository path 
match the Federated Credential configuration character-for-character? 
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●​ Failure Symptom & Diagnostics: Entra ID sign-in logs flag hard authentication 

failure (e.g., AADSTS70021) at the token exchange endpoint due to subject claim 
mismatch. 

Audit Gate 3: Clock Check 

●​ Key Verification Question: Is the automated pipeline or AI agent loop 
attempting to run continuously for longer than 60 minutes without requesting a 
fresh token? 

●​ Failure Symptom & Diagnostics: Script crashes with an expired token error 
because Refresh Tokens are natively blocked under short-lived access token 
policies. 

Audit Gate 4: Plane Check 

●​ Key Verification Question: Did you assign the machine identity an infrastructure 
management role instead of a granular data-plane role? 

●​ Failure Symptom & Diagnostics: Sign-in logs show explicit "Success," but 
downstream pipeline output throws immediate 403 Forbidden errors during 
asset access. 
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SAMPLE: ENTERPRISE SECURITY ENGINEERING: 
AUDIT RESULTS LEDGER (ARL) 

Framework Baseline: ACPHF IAL v2.1​
Audit Document Class: Standard Telemetry & Gate Verification Report 

 

SECTION 1: AUDIT EXECUTION METADATA 

Audit Tracking ID: [e.g., ARL-2026-0721-WORKLOAD-01] 

Execution Timestamp (UTC): [YYYY-MM-DD HH:MM:SS UTC] 

Evaluating Auditor / AI Agent: [Auditor Name / AI Agent ID] 

Target Application (Client) ID: [App ID] 

Target Tenant (Directory) ID: [Tenant ID] 

Target Asset Scope: [e.g., Key Vault: kv-compcode1-ai-vault] 

Evaluated Subject Claim (sub): [e.g., repo:Org/Repo:ref:refs/heads/main] 

Overall Compliance Outcome: [ PASS | FAIL | ACTION REQUIRED ] 

 

SECTION 2: SYSTEM VALIDATOR & GATE AUDIT MATRIX 

[ AUDIT GATE 1 ] Coordinate Check 

Telemetry Target: Inbound Tenant ID & Application (Client) ID mapping 

Evaluated Log Source: Entra ID Non-Interactive Sign-In Logs 
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Gate Verification Status: [ PASS | FAIL ] 

Plain Talk Diagnostic Summary: [e.g., Directory coordinates and Application ID 
match active tenant objects. No unmapped AppID routing errors detected.] 

 

[ AUDIT GATE 2 ] Character Check 

Telemetry Target: Subject Claim string casing & OIDC trust handshake 

Evaluated Log Source: Sign-In Status & Error Codes (AADSTS70021 / AADSTS70022 / 
500121) 

Gate Verification Status: [ PASS | FAIL ] 

Plain Talk Diagnostic Summary: [e.g., Federated credential subject claim matches 
repository path character-for-character. OIDC handshake completed with Status: 
Success.] 

 

[ AUDIT GATE 3 ] Clock Check 

Telemetry Target: Token volatility lifetime & re-authentication cadence (60-minute 
ceiling) 

Evaluated Log Source: Sign-In Timestamp Spacing & Session Lifecycles 

Gate Verification Status: [ PASS | FAIL ] 

Plain Talk Diagnostic Summary: [e.g., Runner successfully initiates a fresh OIDC 
handshake upon execution. No script crashes or expired token faults observed 
during execution loops.] 

 

[ AUDIT GATE 4 ] Plane Check 

Telemetry Target: Control-Plane vs. Data-Plane RBAC authorization ("Silent 403" audit) 

Evaluated Log Source: Log Analytics Workspace (AuditEvent / KeyVaultRequests) 
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Gate Verification Status: [ PASS | FAIL ] 

Plain Talk Diagnostic Summary: [e.g., Machine identity successfully authenticated 
and executed data-plane operations against target vault with 0 HTTP 403 
Forbidden drops.] 

 

SECTION 3: DATA-PLANE TRACING & AI INTENT DIRECTIVE LOG 

Audit Circumstance: [e.g., Correlating OIDC federated token issuance with Key 
Vault data-plane access to detect unauthorized reads or clock skew outside 
execution windows.] 

AI Prompt Directive Executed:​
"Inspect active Log Analytics workspace. Join ServicePrincipalSignInLogs for App ID 
[App ID] with Key Vault data-plane access logs (AuditEvent) for target vault [Vault 
Name] within a 5-minute time window. Group by 60-minute buckets to highlight any 
clock skew or HTTP 403 access denials." 

Dynamic Query Result Summary: [e.g., Query executed against active schema; 
confirmed 100% correlation between token issuance and data-plane operations. 
Zero orphan events.] 

 

SECTION 4: DEFECT LOG & REMEDIATION ACTION PLAN 

Evaluated Gate Defect 
Detected 

Root Cause 
Analysis 

Corrective Action Required 

Gate 1 (Coordinates) [ None / 
Failed ] 

`[ N/A Details ]` 

Gate 2 (Characters) [ None / 
Failed ] 

`[ N/A Details ]` 

Gate 3 (Clock) [ None / 
Failed ] 

`[ N/A Details ]` 
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Gate 4 (Plane) [ None / 
Failed ] 

`[ N/A Details ]` 

 
Final Sign-Off: 

Audit State Locked: [ YES / NO ] 
Next Scheduled Review Date: [YYYY-MM-DD] 
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Microsoft Entra Control Plane Capability 
Index 

An Architectural Taxonomy & Service Coverage Map for Enterprise Identity Engineering 

Authored by Steven Tuschman | Identity Security Engineer 

 

Architectural Overview 

This document establishes a comprehensive control plane capability matrix across the 

Microsoft Entra ID ecosystem. Derived from the Microsoft SC-300 engineering surface 

area, this index categorizes 35 core identity services and administrative engines into six 

functional security domains. 

Rather than treating identity tools as isolated portal features, this taxonomy maps each 

capability to its specific Control Plane Scope and operational Deployment Depth, 

serving as a design blueprint for Zero Trust access enforcement, identity governance, 

and workload hardening. 
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Microsoft Entra Control Plane: Capability Map 

This structural index provides an at-a-glance reference for the 35 core capabilities within 
the Microsoft Entra suite, organized by their functional security domain. 

Domain 1: Directory Foundations & Administrative Boundaries 

●​ Tenant Configuration & Global Settings 
●​ Built-In & Custom Roles (RBAC) 
●​ Administrative Units (AUs) 
●​ Directory Objects 
●​ Custom Security Attributes (CSAs) 
●​ Device Management 

Domain 2: Zero Trust Access Control & Context Engines 

●​ Conditional Access (CA) Engine 
●​ CA Authentication Context 
●​ Protected Actions 
●​ Microsoft Entra ID Protection 
●​ Global Secure Access (GSA / SSE) 

Domain 3: Credential Security & Authentication Infrastructure 

●​ Authentication Methods 
●​ MFA Settings & Registration Campaigns 
●​ Self-Service Password Reset (SSPR) 
●​ Entra Password Protection 
●​ Windows Hello for Business (WHfB) 
●​ Microsoft Entra Kerberos 

Domain 4: External Identities & Multi-Tenant Governance 

●​ External Collaboration Settings (B2B) 
●​ Cross-Tenant Access Settings (XTAS) 
●​ Cross-Tenant Synchronization (CTS) 
●​ External IdP Federation 
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Domain 5: Application Management & Workload Identity Control 

●​ App Registrations & Service Principals 
●​ Managed Identities for Azure Resources 
●​ Enterprise Applications Management 
●​ Microsoft Entra Application Proxy 
●​ Defender for Cloud Apps (MDCA) Proxy 

Domain 6: Identity Governance & Privileged Elevation 

●​ Privileged Identity Management (PIM) 
●​ Entra Entitlement Management 
●​ Access Reviews 
●​ Lifecycle Workflows (LCW) 
●​ Terms of Use (ToU) 

Domain 7: Hybrid Identity & Telemetry Engines 

●​ Hybrid Identity Engines 
●​ Seamless Single Sign-On (SSO) 
●​ Microsoft Entra Connect Health 
●​ Monitoring & Log Analytics 
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Domain 1: Directory Foundations & Administrative 

Boundaries 

The core rules and fences that control how the directory operates and who is allowed to 
change it. 

Tenant Configuration & Global Settings 

●​ What it does: The master switches for the entire environment. It dictates 
baseline rules, like whether everyday users can invite guests or hook up new 
software. 

●​ Machine Identity Impact: Stops random developers from registering new 
applications or service accounts without oversight, acting as the first line of 
defense against unauthorized automation. 

Built-In & Custom Roles (RBAC) 

●​ What it does: The permission rulebook. It defines the exact list of actions an 
account is allowed to perform inside the directory. 

●​ Machine Identity Impact: Ensures an automation script or pipeline only gets the 
exact, limited permissions it needs to do its job, rather than accidentally inheriting 
broad administrative rights. 

Administrative Units (AUs) 

●​ What it does: Fences off specific parts of the directory. It allows you to group 
users or machines so a local admin can only manage their specific sandbox, not 
the whole company. 

●​ Machine Identity Impact: Locks down service accounts to a specific project or 
department environment. If an automation script is compromised, it is trapped 
inside its fenced area and cannot touch the rest of the tenant. 

Directory Objects 

●​ What it does: The actual records living in the system—the users, groups, and 
application accounts themselves. 

●​ Machine Identity Impact: Tracks the lifecycle of a machine account. It makes 
sure every headless account has a human owner and guarantees it gets disabled 
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or deleted when a project ends so you don't have forgotten, active credentials 
floating around. 

Custom Security Attributes (CSAs) 

●​ What it does: Custom, secure tags you attach to accounts to build highly 
specific access rules. 

●​ Machine Identity Impact: Lets you tag a machine account with a label like 
"Production-Pipeline." You can then build a hard rule that says only accounts 
wearing that specific tag are allowed to request access to your most sensitive 
environments. 

Device Management 

●​ What it does: Controls how laptops, servers, and virtual machines connect to 
the directory and verifies they are safe before letting them in. 

●​ Machine Identity Impact: Forces the physical or virtual machine running your 
automation scripts to prove it is secure, fully patched, and company-owned 
before the machine identity is allowed to authenticate. 

Domain 2: Zero Trust Access Control & Context Engines 

The real-time decision engines that inspect every connection attempt and enforce your 
security boundaries before granting access. 

Conditional Access (CA) Engine 

●​ What it does: The ultimate gatekeeper for the environment. It evaluates every 
single login attempt in real time, checking the user's location, device health, and 
risk level before deciding whether to let them in, block them, or ask for more 
proof. 

●​ Machine Identity Impact: Forces automated processes and service principals to 
prove they are connecting from approved, trusted network locations, instantly 
blocking any machine logins attempting to fire from unexpected or unauthorized 
IP addresses. 
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CA Authentication Context 

●​ What it does: An extra tripwire you can place in front of your most sensitive apps 
or databases. Even if someone is already logged in, clicking on a highly secure 
asset triggers a demand for stricter verification. 

●​ Machine Identity Impact: Requires automation pipelines to satisfy much stricter 
requirements (like proving the API call is originating from a highly compliant, 
managed jump box) before they are allowed to touch top-tier secrets or critical 
production environments. 

Protected Actions 

●​ What it does: Puts a heavy padlock on the most dangerous administrative 
buttons in the system. If an admin tries to change core security rules, the system 
forces them to re-verify their identity right then and there. 

●​ Machine Identity Impact: Stops a compromised machine account from making 
deep, structural changes to the directory. It guarantees that only explicitly verified 
human admins (and tightly controlled automation) can alter your core 
configurations. 

Microsoft Entra ID Protection 

●​ What it does: The behavioral alarm system. It constantly monitors logins in the 
background, looking for signs of a breach—like impossible travel between 
countries or credentials that have leaked onto the dark web. 

●​ Machine Identity Impact: Actively monitors workload identities (machine 
accounts) for suspicious behavior, automatically blocking a service principal if its 
credentials suddenly start executing from a known malicious IP address or acting 
erratically. 

Global Secure Access (GSA / SSE) 

●​ What it does: A secure, modern tunnel that routes and inspects traffic heading to 
the internet, private internal apps, or Microsoft 365, eliminating the need for 
old-school VPNs. 

●​ Machine Identity Impact: Ensures that API calls and automated traffic 
originating from your pipelines are routed safely through secure, inspected 
channels rather than traversing the open internet to reach your internal 
resources. 
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Domain 3: Credential Security & Authentication 
Infrastructure 

The systems that prove exactly who or what is logging in, designed to eliminate reliance 

on easily stolen passwords and static secrets. 

Authentication Methods (FIDO2, Passkeys, Authenticator app, TAP, CBA) 

●​ What it does: The modern keys to the front door. It replaces typed passwords 

with physical security keys, biometrics, or certificate-backed smart cards so 

attackers have nothing left to steal, guess, or phish. 

●​ Machine Identity Impact: Paves the way to eliminate static API keys entirely. It 

allows automation and pipelines—such as a GitHub Actions runner securely 

accessing an Azure Key Vault—to authenticate using secure, mathematical 

certificates or short-lived tokens instead of a hardcoded text string. 

MFA Settings & Registration Campaigns 

●​ What it does: The system that forces people to set up a second form of 

verification and actively nudges them to upgrade to stronger, passwordless 

methods over time. 

●​ Machine Identity Impact: While primarily for human accounts, strictly enforced 

MFA on your directory admins prevents an attacker from hijacking a human 

session to secretly generate, steal, or modify the credentials of your critical 

machine identities. 

Self-Service Password Reset (SSPR) 

●​ What it does: Allows users to safely unlock their accounts or reset forgotten 

passwords using their phone or security key, completely bypassing the IT 

helpdesk. 
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●​ Machine Identity Impact: Draws a hard line between human and machine 

troubleshooting. If an automated service account is locked out, it cannot use 

self-service tools; it forces a deliberate, audited administrative intervention to 

restore pipeline access. 

Entra Password Protection 

●​ What it does: A smart filter that outright blocks users from setting easily 

guessable passwords (like "CompanySummer2026!") and instantly freezes an 

account if a bot tries to guess the password too many times. 

●​ Machine Identity Impact: Acts as a critical safety net for any legacy service 

accounts or third-party vendor tools in your environment that are unfortunately 

still relying on static passwords, immediately shutting down automated guessing 

attacks against your backend infrastructure. 

Windows Hello for Business (WHfB) 

●​ What it does: Ties a user's identity directly to the physical hardware of their 

laptop using a PIN or fingerprint. The credential is mathematically bound to that 

exact machine, so it is useless to a hacker across the internet. 

●​ Machine Identity Impact: Hardens the actual developer workstations where 

your infrastructure-as-code and deployment scripts are written. It ensures that 

the engineer triggering a sensitive pipeline is physically sitting at a trusted, 

company-owned machine. 

Microsoft Entra Kerberos 

●​ What it does: The translation bridge. It allows someone who logged into the 

modern cloud to seamlessly access old-school, on-premises file servers or 

databases without being prompted for a password again. 

●​ Machine Identity Impact: Allows your modern cloud-native automation scripts to 

securely reach back into legacy, on-premises data centers without forcing you to 
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embed highly vulnerable, legacy passwords inside your clean cloud 

environments. 

Domain 4: External Identities & Multi-Tenant Governance 

The rules for securely working with outside vendors, partners, and other company 

directories without giving away the keys to the castle. 

External Collaboration Settings (B2B) 

●​ What it does: Controls exactly who is allowed to invite outside guests (like 

contractors or partners) into your company directory, and strictly limits what those 

guests are allowed to see once they are inside. 

●​ Machine Identity Impact: Prevents external guests or compromised vendor 

accounts from silently registering their own rogue applications, service accounts, 

or automation tools inside your environment. 

Cross-Tenant Access Settings (XTAS) 

●​ What it does: The heavily guarded bridge between your company's cloud and 

another company's cloud. It lets you decide if you want to trust the security 

checks (like MFA or device compliance) that a partner company has already 

done on their end. 

●​ Machine Identity Impact: Strictly controls whether a multi-tenant application or 

an automated pipeline living in a vendor's environment is allowed to reach across 

the boundary and pull data from your systems. 

Cross-Tenant Synchronization (CTS) 

●​ What it does: An automated background engine that securely copies user 

accounts from one company directory into another. If your company acquires 

another business, this makes sure their employees instantly and safely show up 

in your main system. 
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●​ Machine Identity Impact: Eliminates the need to build custom, highly-privileged 

sync scripts. By using the built-in engine, you remove the massive security risk of 

home-brewed machine identities holding permanent "read/write everything" 

permissions across two different companies. 

External IdP Federation 

What it does: A formal handshake agreement that lets external users log into your 

applications using credentials from a completely different identity provider (like Google 

Workspace, Okta, or Ping). 

Machine Identity Impact: Ensures that when your environment interacts with 

third-party systems, your automation and CI/CD pipelines can rely on standardized, 

secure token exchanges rather than forcing you to hardcode and juggle static API keys 

for outside platforms. 

 

Domain 5: Application Management & Workload Identity Control 

The central command for all non-human accounts, dictating exactly how software, 

scripts, and outside applications are allowed to operate within your environment. 

App Registrations & Service Principals 

●​ What it does: The blueprints and the actual accounts for software. When you 

build or buy an application, this defines what the app is, what data it is asking to 

read, and creates the specific service account the app uses to log in. 

●​ Machine Identity Impact: This is the absolute core of your machine identity 

framework. It dictates the exact API permissions your automation pipelines hold 

and determines whether they are forced to authenticate with vulnerable, static 

secrets or secure cryptographic certificates. 

Managed Identities for Azure Resources 
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●​ What it does: A highly secure, automated account given directly to an Azure 

server or service. The cloud platform completely handles creating and rotating 

the password in the background, so no human ever sees, touches, or knows the 

credential. 

●​ Machine Identity Impact: The gold standard for cloud-native automation. It 

allows your compute workloads to securely talk to databases and key vaults 

without you ever having to write, store, or manage a single API key or password 

in your code. 

Enterprise Applications Management 

●​ What it does: The control panel for third-party software (like Salesforce, Zoom, 

or vendor tools) connected to your directory. It lets you assign which employees 

get access and monitors what data those external apps are actively pulling from 

your system. 

●​ Machine Identity Impact: Acts as the firewall for external machine identities. It 

allows you to strictly enforce "admin consent," meaning a random third-party app 

cannot start quietly pulling directory data or reading emails until a top-level 

security administrator explicitly approves the connection. 

Microsoft Entra Application Proxy 

●​ What it does: A secure tunnel that takes an old internal web app sitting on a 

local company server and safely projects it onto the internet, allowing employees 

to log in from home without needing a clunky, vulnerable VPN. 

●​ Machine Identity Impact: Allows modern, cloud-based automation systems to 

securely push data down into legacy on-premises applications through a tightly 

controlled, outbound-only gateway—completely eliminating the need to poke 

dangerous inbound holes through your corporate network firewall. 

Defender for Cloud Apps (MDCA) Proxy 
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●​ What it does: A real-time security camera sitting between the user and a cloud 

app. It watches the live session and can block specific actions on the fly—like 

letting a user read a sensitive file, but actively blocking them from downloading it 

to an unmanaged personal laptop. 

●​ Machine Identity Impact: While heavily focused on human sessions, it provides 

a critical layer of oversight for how data moves in and out of third-party SaaS 

applications, ensuring that automated integrations aren't being used as a 

backdoor to quietly exfiltrate massive amounts of corporate data. 

 

Domain 6: Identity Governance & Privileged Elevation 

The oversight systems that automatically manage who gets access, ensure nobody 

holds onto permissions longer than they should, and tightly control administrative power. 

Privileged Identity Management (PIM) 

●​ What it does: Replaces permanent admin rights with a "checkout" system. 

Instead of being an administrator 24/7, a user has zero power until they request 

access, provide a reason, verify with MFA, and are granted power for only a few 

hours. 

●​ Machine Identity Impact: Crucial for the human engineers managing your 

pipelines. It guarantees that a developer cannot make changes to core machine 

identity configurations or data-plane rules unless they have actively checked out 

the required permissions and left a formal audit trail. 

Entra Entitlement Management 

●​ What it does: Bundles access permissions into a digital shopping cart (Access 

Packages). When an employee joins a specific project, they simply request the 

bundle, it goes through an approval workflow, and the system automatically 

grants them all the right groups, apps, and SharePoint sites at once. 
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●​ Machine Identity Impact: Standardizes how human developers request access 

to specific pipeline environments. It ensures that the ability to trigger, view, or 

manage specific automated workloads is handled through formal, auditable 

approval flows rather than manual backdoor assignments. 

Access Reviews 

●​ What it does: The automated digital auditor. It regularly forces managers to look 

at a list of people in a group or holding a specific role and actively click "Approve" 

or "Deny" to confirm those people still need that access. 

●​ Machine Identity Impact: Solves the massive problem of orphaned machine 

accounts. By forcing a regular review of the owners and members tied to specific 

service principals, it guarantees that automated accounts for old, dead projects 

are identified and permanently deleted. 

Lifecycle Workflows (LCW) 

●​ What it does: The automated HR engine for identity. When HR marks someone 

as hired, promoted, or fired, this system automatically triggers a chain of events 

to create their account, move their access, or instantly strip all their permissions. 

●​ Machine Identity Impact: Directly impacts the human owners tied to your 

machine identities. If the lead engineer who created an automation pipeline 

leaves the company, Lifecycle Workflows instantly disables their access, 

ensuring they can't maliciously trigger that pipeline on their way out the door. 

Terms of Use (ToU) 

●​ What it does: A digital signature gate. It forces a user to read and click "Accept" 

on a legal or compliance document before the system allows them to actually log 

into an application or access sensitive data. 

●​ Machine Identity Impact: Guarantees that third-party vendors or external 

developers cannot interact with your internal systems or trigger automated tasks 
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until they have formally, legally acknowledged your company's security and 

data-handling policies. 

 

Domain 7: Hybrid Identity & Telemetry Engines 

The bridge connecting old corporate networks to the modern cloud, and the surveillance 

cameras that record every single authentication and configuration change. 

Hybrid Identity Engines (Connect Sync, Cloud Sync, Password Hash Sync, and PTA) 

●​ What it does: The synchronization engine that connects a traditional, 

on-premises Active Directory server to the modern Microsoft cloud. It ensures 

that when an employee's password or group membership is updated in the local 

office, that change instantly syncs up to the cloud. 

●​ Machine Identity Impact: Guarantees consistency across boundaries. If your 

automation relies on hybrid security groups, this ensures a compromised 

machine account or former engineer disabled on-premises doesn't accidentally 

remain active and dangerous in the cloud environment. 

Seamless Single Sign-On (SSO) 

●​ What it does: A quality-of-life feature for employees working on company 

laptops inside the corporate network. It automatically passes their secure 

desktop login straight to cloud applications, so they don't have to repeatedly type 

their password when opening a web browser. 

●​ Machine Identity Impact: While designed for humans, understanding these 

desktop boundaries is critical for engineers. It ensures that when developers are 

testing pipeline authentication scripts from their local machines, they aren't 

accidentally bypassing Conditional Access rules by piggybacking on cached 

desktop credentials. 

Microsoft Entra Connect Health 
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●​ What it does: The heartbeat monitor for the physical servers running your hybrid 

synchronization. If the identity servers sitting in your corporate data center lose 

power, drop the network connection, or stop talking to the cloud, this system 

immediately fires off an alert. 

●​ Machine Identity Impact: Protects hybrid automation workflows. If a machine 

identity relies on data synced from an on-premises system, this monitor ensures 

the identity bridge hasn't quietly collapsed—preventing automated pipelines from 

failing mysteriously because of a severed connection 

Monitoring & Log Analytics (Diagnostic streams, KQL Log Analytics workspaces, and 

Sentinel) 

●​ What it does: The ultimate black box flight recorder. It streams every single login 

attempt, password failure, and configuration tweak out of the directory and into a 

massive, highly searchable database (Log Analytics) or security dashboard 

(Sentinel). 

●​ Machine Identity Impact: This is the absolute core of the ACPHF framework's 

diagnostic and validation phases. It provides the raw telemetry you need to write 

KQL queries, trace complex passwordless token handshakes, and catch "Silent 

403" data-plane drops when an automated pipeline fails to access its target. 
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